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The Knox Platform for Enterprise (KPE) provides best-in-class hardware-based security,
policy management and compliance capabilities beyond the standard features commmonplace
in today’s mobile device market. It is the cornerstone of a strong mobile security strategy
supporting a wide variety of Samsung devices.

Android Enterprise raised the management capabilities of all Android devices across the board, vastly reducing
the fragmentation which existed under the legacy Device Admin (DA) approach. Leading mobile device
manufacturers want to offer their customers enhanced capabilities beyond what is standard with the Android

Enterprise OS.

Samsung has taken this to the next level with Knox. SOTI MobiControl customers demand the best in device capability
and management. To solve real enterprise challenges, the Knox team has extended the capabilities of Android
Enterprise on Samsung devices in the areas of security, manageability, productivity and VPN.

NEXT LEVEL FUNCTIONALITY WITH SAMSUNG KNOX PLATFORM FOR ENTERPRISE

Hardware-Backed Trusted
Environment

KPE security begins in the factory.

Robust Data Protection

Unique data protection in all states of operation.

Total Device Management

Granular device and app management at the system level.

Powerful Device Monitoring
And Control

Tools to monitor user activities and traffic.

Versatile Credential And
Certificate Management

Plug and play credential management. Certificate management
that augments the Android Keystore.




HOW DOES KPE INTEGRATE WITH SOTI MOBICONTROL?

¢ SOTI MobiControl offers zero-day support of the latest Knox Platform for Enterprise features using the Knox
Service Plugin (KSP), which is Samsung’s OEMConfig app. Samsung and SOTI fully support OEMConfig to
deliver new capabilities to our customers.

e This means there is no longer a delay as SOTI puts new Knox features into our roadmap and development
cycle. Samsung makes each new set of KPE features available through the Samsung KSP app, available in
the Managed Google Play Store.

¢ The Knox Platform for Enterprise is a mix of Free Standard features and Paid Premium features. The Premium
features and capabilities of KPE are unlocked in the SOTI MobiControl Console via the KPE Premium License.
Once a customer has obtained the license, they may enable the Knox Premium features in SOTI MobiControl.

¢ SOTIl is a Samsung Platinum Partner and a certified reseller of KPE Premium Licenses. Knox Platform for
Enterprise Licenses are included at no additional charge in the SOTI ONE Platform bundle.

ADDITIONAL KPE FEATURES ENABLED BY SOTI

Along with Knox Platform for Enterprise, SOTI supports these additional Knox features making
SOTI MobiControl the go-to solution for management of your Samsung devices.

Granular management of firmware versions using the most advanced

Samsung E-Fota _ . .
9 integration of Samsung’s E-FOTA service.

A free, no-touch service that allows you to enroll a few, or a few
thousand, Samsung devices into SOTI MobiControl as they power
on for the first time.

Samsung Knox
Mobile Enrollment

Coming Soon: SOTI will soon be the only major Enterprise Mobility Management
Management Of Tizen | (EMM) provider offering granular management of Samsung’s
Wearables enterprise-grade Tizen Wearables.

HELPFUL LINKS
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KPE Overview Support Articles Full Feature List KPE White Paper Video Overview Policy Description

TO LEARN MORE:
Contact a SOTI sales representative at sales@soti.net, or visit: soti.net/partners/samsung.

S O T I SOTI is a proven innovator and industry leader for simplifying business mobility and loT solutions by making them B
smarter, faster and more reliable. SOTI helps businesses around the world take mobility to endless possibilities. Sotl . net
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